From: § Paul Lindgren

Subject: Battling the Bugs: ClamXav Install

To:

Cc:

Attachments: ClamXav.zip 6M

ClamXav: "Battling the Bugs"

In an effort to eliminate the presence of the dreaded Microsoft Word macro virus, I
have enclosed a file containing ClamXav virus detection software. This free piece of
software will not "disinfect" contaminated files, but it will locate them and move
them to a "quarantine" folder. With the infected files quarantined, it will be clear
which ones should definitely not be shared with others until they are cleaned up.

Please follow the directions below to install and set-up the virus detection software....

1. Drag the ClamXav.zip file from this message to your desktop (see below).

Sub ject: Battling the “Word Virus

Ta: & High School

Co:

dttachrnents '-.h_ Clamxay.zip

2. Find the file on your desktop and double-click on it. This will unpack the .zip file
and put a ClamXav folder on your desktop (you can move the .zip file to the trash not
if you want--we are done with it). At this point you can move the ClamXav folder off
of your desktop to another, more permanent location. Please note, however, that all
instructions in this document are written from the perspective of having that
folder on your desktop.
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ClamXav

3. Double-click on the ClamXav folder to open it. The contents of the folder are
shown below.

L
E

COMMAND

ClamXav Documentation & Extras FixPermissions.command

Quarantine

4. Double-click the ClamXav application that is in the folder. This will start up the
software. The first time it is run, some additional software will need to be installed.
There are several screens to click through--screenshots will appear below but their size
will be minimized to save space. Click:

ClamXawv

Before using ClamXav, you must install the Clam
Anti-Virus engine. Click the 'Install' button to do this
now - the installer will launch and ClamXav will quit.
Alternatively, click 'View Instructions’ for info on how

A. Install..

BECAUSE THE PROGRAM IS LICENSED FREE OF CHARGE, THERE IS NO WARRAN
- THE PROGRAM, TO THE EXTENT PERMITTED BY APPLICABLE LAW. EXCEP1

- OTHERWISE STATED IN WRITING THE COPYRIGHT HOLDERS AND/CR CTHER F
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[-XsX8) & Install clamav (v0.88) scanning engine

Welcome to the clamav (v0.88) scanning engine Installer

© Introduction This s the engine behind clamXav which actually does the virus
scanning and updating. R must be installed before you can use
® License clamXav.

‘You may either use this installer or download the source code yourselt
from http:/wwew.clamay.net and make and build it yourself ollowing
the inthe Changes. the Docs
and loons'folder on the clamXav diskimage or online at hiip:/

Wi clamxav.comindex phpZpage=byo

Files installed by this installer will be placed under usiocaliclamXav/

To remove the engine, download the “Engine Remover” from hitp:/
wwiw.clamxay comindex phpZpage=dl

Go Back Continue
[#8®0 @ Install clamav (v0.88) scanning engine
| Software License Agreement
1 GNU GENERAL PUBLIC LIGENSE 0
© Introduction Version 2, June 1991

Copyright (C) 1989, 1981 Free Software Foundation, Inc.

59 Temple Place, Suite 330, Boston, MA 02111-1307 USA
Everyone is permitted to copy and distribute verbati copies
ofthis license document, but changing itis not allowed

Preamble

The licenses for most software are designed o take away your
freedom 1o share and change it By conirast, the GNU General Public ree
License is intended to guarantee your freedom 1o share and change . coe
free
software—to make sure the software i free forall its users. This

General Public License applies to most of the Free Software
d 10 any other prog authors

C. Continue...

mitto
using it. (Some other Free Software Foundation software is covered

b
the GNU Library General Public License instead.) You can applyitto -
t Your programs, too. A

(=YY =

To continue installing the software, you must agree to the terms of
the software license agreement.

Click Agree to continue or click Disagree to cancel the installation.

| ( Disagree | ( Agree )

eonn @ Install clamav (v0.88) scanning engine enn & Install clamav (v0.88) scanning engine

Select a Destination Easy Install on “Macintosh HD"

Select a destination volume to install the clamav (v0.88)
° i scanning engine software. © Introduction

© License Click Install to perform a basic installation of this
software package on the volume *Macintosh HD."

Macintosh HD.
27.8GB (12.4GB Free)

Installing this software requires 7.9MB of space.

You have chosen to install this software on the volume "Macintosh
Ho®

Go Back ) (_ Continue

(GoBack ) ( Install )

Authenticate

Installer requires that you type your password.

G. Enter your computer login name and password... Name: |

Password:
- Details

) (Caneel) €06

and click OK.

'8e00 @ Install clamav (v0.88) scanning engine

© Introduction

The software was successfully installed

H. Close...

)
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5. At this point you have installed the software and are ready to set it up for use. If
you don't have it open already, open up the ClamXav folder again.

@ F | ]
5 COMMAND

ClamXaw Documentation & Extras FixPermissions.command

ClamXav L/i

Quarantine

W

6. As you have done previously, double-click the ClamXav application that is in the
folder. This will start up the software. It should look something like this....

0as ClamXav

| Choose what to scan... |

| Start Sean | |_Update virus definitions | | Open scan log | | Open update log | | Preferences |

Currently Checking:
Report:

Itis strongly advised to back up important data before using this software.
NO WARRANTY

BECAUSE THE PROGRAM IS LICENSED FREE OF CHARGE, THERE IS NO WARRANTY FOR
THE PROGRAM, TC THE EXTENT PERMITTED BY APPLICABLE LAW. EXCEPT WHEN
OTHERWISE STATED IN WRITING THE COPYRIGHT HOLDERS AND/OR OTHER PARTIES
PROVIDE THE PROGRAM "AS IS" WITHOUT WARRBANTY OF ANY KIND, EITHER EXPRESSED
OR IMPLIED, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF
MERCHANTABILITY AND FITMESS FOR A PARTICULAR PURPOSE.

THE ENTIRE RISK AS TO THE QUALITY AND PERFORMANCE OF THE PROGRAM IS WITH YOU.
SHOULD THE PROGRAM PROVE DEFECTIVE, YOU ASSUME THE COST OF ALL NECESSARY
SERVICING, REPAIR CR CORRECTION.

IN NO EVENT UNLESS REQUIRED BY APPLICABLE LAW OR AGREED TO IN WRITING WILL ANY
COPYRIGHT HOLDER, OR ANY OTHER PARTY WHO MAY MODIFY AND/OR REDISTRIBUTE
THE PROGRAM AS PERMITTED ABOVE, BE LIABLE TO YOU FOR DAMAGES, INCLUDING ANY
GENERAL, SPECIAL, INCIDEMTAL OR CONSEQUENTIAL DAMAGES ARISING OUT OF THE USE
COR INABILITY TO USE THE PROGRAM (INCLUDING BUT NOT LIMITED TO LOSS OF DATA OR
DATA BEING RENDERED INACCURATE OR LOSSES SUSTAINED BY YOU OR THIRD PARTIES
CR A FAILURE OF THE PROGRAM TC OPERATE WITH ANY OTHER PROGRAMS), EVEN IF
SUCH HOLDER OR OTHER PARTY HAS BEEN ADVISED OF THE POSSIBILITY OF SUCH
DAMAGES.

| ClamXavv1 0.1 - ClamAY 0.88/1424/Mon Apr 24 09:39:06 2006 - ClamXav %

7. We need to change some settings, click on tﬁe PREFERENCES button to give you
the preferences screen.
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- Schedule  Folder Sentry

8. When Clam finds an infected file, we want it moved to a location away from your
safe, uninfected files. The ClamXav folder already has a folder called "Quarantine".
Note: The following instructions assume that you will be using that folder. If you
would like to create your own folder somewhere else on your hard drive and select that
as your quarantine folder, you certainly may. First click on the checkbox in front of
"Quarantine infected files to:"

9. Select your Desktop, then the ClamXav folder, and the Quarantine folder in the
window that appears...then click OPEN.
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4 F = I{E}] | Quarantine = ] Q, search
'@ iDisk m [ clamXav B R oty
| % Network | DesktopStuff » |2 Documen...n & Extras
| 24 Macintos... FixPermiss....command

| |.& Corebervices
[ F CreatingA...

|[¥ CreatingA...

| 13} pdl

10. Click the checkbox in front of "Monitor scan with progress bar".
11. Click the checkbox in front of "Only scan if filename contains:" and then enter
".doc". Note: This preference will allow the program to quickly scan for the most

commonly infected type of files.
12. Click OK.
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Ceneral Inter Schedule  Folder Sentry

i ———

13. ClamXav will not check your entire hard drive...but it will check your entire home
directory (which is where most of your stuff is stored in OS X--your desktop IS
scanned as part of your home directory). But we have to tell it what we want it to scan.

Click the "Choose what to scan" button, click your home directory in the right hand
part of the window that appears (my home directory as shown below is called "pdl"),

then click OPEN.
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NAA ClamXav

|__ Choose what to scan... |

| Start Scan | | Update virus definitions | | Open scan log | | Open update log | | Preferences |

Currently Checking:
Report:

Itis strongly advised to back up important data before using this software.
NO WARRANTY

BECAUSE THE PROGRAM IS LICENSED FREE OF CHARGE, THERE IS NO WARRANTY FOR
THE PROGRAM, TC THE EXTENT PERMITTED BY APPLICABLE LAW. EXCEPT WHEN
OTHERWISE STATED IN WRITING THE COPYRIGHT HOLDERS AND/OR OTHER PARTIES
PROVIDE THE PROGRAM "AS IS" WITHOUT WARRBANTY OF ANY KIND, EITHER EXPRESSED
CR IMPLIED, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF
MERCHANTABILITY AND FITMESS FOR A PARTICULAR PURPOSE.

THE ENTIRE RISK AS TO THE QUALITY AND PERFORMANCE OF THE PROGRAM IS WITH YOU.
SHOULD THE PROGRAM PROVE DEFECTIVE, YOU ASSUME THE COST OF ALL NECESSARY
SERVICING, REPAIR CR CORRECTION.

IN NO EVENT UNLESS REQUIRED BY APPLICABLE LAW OR AGREED TO IN WRITING WILL ANY
COPYRIGHT HOLDER, OR ANY OTHER PARTY WHO MAY MODIFY AND/CR REDISTRIBUTE
THE PROGRAM AS PERMITTED ABOVE, BE LIABLE TO YOU FOR DAMAGES, INCLUDING ANY
GEMERAL, SPECIAL, INCIDENTAL OR CONSEQUENTIAL DAMAGES ARISING OUT OF THE USE
COR INABILITY TO USE THE PROGRAM (INCLUDING BUT NOT LIMITED TO LOSS OF DATA OR
DATA BEING RENDERED INACCURATE OR LOSSES SUSTAINED BY YOU OR THIRD PARTIES
CR A FAILURE OF THE PROGRAM TO OPERATE WITH ANY OTHER PROGRAMS), EVEN IF
SUCH HOLDER OR OTHER PARTY HAS BEEN ADVISED OF THE POSSIBILITY OF SUCH

DAMAGES.

I8 ClamXav v1.0.1 - ClamAVY 0.88/1424/Mon Apr 24 09:32:06 2006 - Clam¥av %
- %-IIEIE -’?‘pdl —:‘i Q, search
@ iDisk M| = _AURAWes.. .Home.html
% Network i1 Adobe Ph...lements 3
=) Macintos. .. ¥ airport2 /3.pdf

Coretar & Applications

- Core .er'..'lces BE Desktop

| = CreatingA. .. :
ool ; . desktopPaul
= CreatingA... s i
& Desktop _|[* Development
eipdl R
i " fix-rubv-tiger.sh

14. You can now click the "Start Scan" button, which will (amazingly), start the scan.
The quick scan (as we set it up) should only take a few minutes. Be advised,
however, the more files you have--the longer this will take.

As Clam works, it will show its results in the scrolling window. The picture below
shows a run that detected and quarantined 11 infected files.
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YA s ClamXav

| Choose what to scan... | "/Users/pdl”

[_Etar‘t Scanj | Update virus definitions | | Open scan log | | Open update log | LPrEferences_j

Currently Checking: PDF's and docs /Wireless5studies WCS03survey.doc

Report:

AT TS T T T T 7T T Tel LT e rir e

TN TR T

FDUNDMMP
MUsers/pdl/Desktop/DesktopStuffirusQuarantinefrubric for critical thinkSC .doc: moved to 'Users/
pdl/Desktop/ClamXav/Quarantinedifrubric for critical thinkSC .doc'
MseerspdlDesktopDesktopStuffVirusQuarantine/Rubric_for CT.doc: WO7M.Marker.D FOUND
Msers/pdlDesktop/DeskiopStufiVirusQuarantine/Bubric_for CT.doc: moved to 'Users/pdlf
Desktop/ClamXav/Quarantine//Rubric_for CT.docg'
Msers/pdl/Desktop/DesktopStufiVirusQuarantine/score sheet.doc: W97M.Marker.D FOUND
Mseers/pdlDesktop/DesktopStufiVirusQuarantinefscore sheet.doc: moved to Ysers/pdlDesktop!
ClamXavQuarantine/fscore sheet.doc'
Msers/pdl/Desktop/DesktopStufiirusQuarantine/ScoreSheet.doc: WA7YM.Marker.D FOUND
MeerspdlDesktop/DesktopStufiVirusQuarantine/Score . Sheet.doc: moved to Wsers/pdlDesktops
ClamXavwQuarantine/fScaore_Sheet.doc'

----------- SCAN SUMMARY -——eemee -
Known viruses: 53063
Engine version: 0.88
Scanned directories: 27981
Scanned files: 149

Infected files: 11

Data scanned: 32.26 MB
Time: 163.738 sec (2 m43 s5)

R T

One or more infected files were found and were moved to the quarantine folder: “Users/pdl/
Desktop/ClamXavQuarantine”.

e F

Clam¥av v1.0.1 - Clamay 0.B8/1424 ‘Mon Apr 24 09:39:06 2006 - Clam¥av o

15. Open the Quarantine folder to see your infected files. Any files that you don't
need--trash them. If there are infected files you need to keep--come see us in 221e. We
will help you clean things up and teach you how to "practice safe computing". Do
NOT share one of these infected files with anyone...by email, CD, flash drive, or by
any other means.

® (1 =
- = _— IMMAND

ClamXav Documentation & Extras FixPermissions.command
..I{__ =

I =
Quarantine
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& &la) [ Quarantine -

EES . E Dﬂllﬁ"|§ @ 2 =1 ﬁ = =

Back View Action Connect Burn Path Dictionary Search

| & iDisk 3 I A M
9 Network :
; Macintoshpdl HD

CoreServices CT_Timeline.doc Halistic Rubric,Part 2.doc Holistic_Rubric_Pt2.doc
CreatingAPodcast

CreatingAPodcast(storage) A 3 A
| HF Desktop = = =
4 pd
| &8 Movies e
s Applications
é Music (TER A WY
Pictures - = -

proposed new test.doc Proposed_New_Test.doc Report.doc

7 Documents

Other Notes:

* You can run this software as often as you want. You will not have to do all the
set up steps again. Just start the software and and click on the "Start Scan" button
(steps 13- 15).

* Click the "Update Virus Definitions" once a week or so. New versions of
virus' are developed all the time and you need to keep your ClamXav up to date.

* The instructions in step 11 are for a quick scan that only checks .doc files.
De-selecting that checkbox will set the software to check ALL files. This will take
much, much longer (like "do this before you go to bed at night" longer) but will give
your computer a more thorough check-up.

Let us know if you have problems or questions.
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